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GNU gdbserver Debugger

Abstract

This document describes the usage of the GNU gdbserver debugger as target
system running on an operating system. The minimum required version of the GNU
gdbserveris 7.4.
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Please note: The GNU gdbserver debugger adaption does not support interactive
debugging features when executing tests with TESSY. (See 3 to learn how to debug
interactively having your test data statically built into the target binary.)
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1 GNU gdbserver Debugger

The communication between TESSY and the target system is for this adaption based
on GDB client and gdbserver as backend. gdbserver is started by TESSY by
executing the command line found in TEE attribute GDB Server Debugger. By
default, the attribute contains a command line that begins with a call to SSH which is
followed by the destination host and user name and the commands needed to start
gdbserver with its appropriate arguments. You have to make sure that SSH can log
in to the target operating system without entering a password! There is no SSH
version delivered by TESSY. You may install OpenSSH on your PC as for instance
provided by http://www.mls-software.com/opensshd.html. You may also start
gdbserver by any other means. It is though important to let the target operating
system choose the port on which to start gdbserver by setting 0 as the initial port
number. You are free to choose a fixed port number. But this will impede running
tests in parallel. See chapter 4.1 if starting up gdbserver is too slow.

In order to debug the test application interactively with the test case values provided
from within TDE you need to rebuild the test application in a special mode, i.e. the
input values will be compiled into the application. You may then download the test

application using the respective GDB client debugger and step through the test cases
(see chapter 3).

2 TESSY Environment Settings

There are several TEE attributes you have to pay attention to.

File Edit Window Help
H <>
(8 TEE - Environment Editor @ Overview i TIE - Test Interface Editor m CTE - Classification Tree Editor <3 TDE - Test Data Editor @& CV - Coverage Viewer iy IDA - Interface Data Assigner
B8 Al Environments \K = 0|2 Attributes ar = 8 & mBE OB
gdb Filter attributes
Compiler Target Name Value ~
[ Linaro GNU ARM GNU gdbserver Debu [T GDE Host Name 9518873 |
[3 Linaro GNU ARM (C++) GNU gdbserver Debu v sb| GDE Server Debugger 5(55H Program) root@$(GDB Host Name] gdbserver --once --multi 0.0.0.0:0
G 2 ab| GDB Test Run Folder /tmp |
& “Project Environments + X -0 ~| Generate Buittin Data false
| Generate Constructors true
Filter enviranments ~| Generate Parameter Proxies false
[ Linaro GNU ARM GNU gdbserver Debugger (Default) i’w'&!' Heap Size Ox 0400
ah Init Code
&b Init Definitions
7 InitObjDir
7 InitSrcDir
| Insert External Stub At Declaration false
ibra
LT Library
[P Linker File
ab} Linker Opticns
[ Makefile Template S(TESSY_SVSPATH)\templates\make\ts_make_linaro_gdbserver_arm.tpl
ab| MISRA Do While Expressions OU, false
&b Preprocessor Call S(Compiler Install Path)\bin\arm-S(EABI)-gcc.exe S(Compiler Dialect) -E ${Compiler ...
ah| Relative Path Variables
3 S5H Program S(ProgramW6432)\OpenSSH\bin\ssh.exe |
i’@' Stack Size 0x00012000 | w

GDB Host Name contains the destination IP address where gdbserver is running on
and listening for incoming connections. GDB Test Run Folder points to the location
where gdbserver will temporarily save the target program to be tested. The folder
/run usually points to memory on Linux systems and might therefore be faster but it
is by default not writable by normal users. Thus, you have to start gdbserver with
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administrator privileges, which is the default in attribute GDB Server Debugger, or
leave the default value for this attribute at /tmp. SSH Program points to the SSH
client to be used to connect to the target system and to start gdbserver. You may
also use another command to start gdbserver. But if you do so, please adjust the
GDB Server Debugger attribute accordingly and leave gdbserver’s port number at 0.

Using Linaro as cross compiler you may also check the attributes Heap Size and
Stack Size and make sure they fit to your requirements.

3 Interactive Debugging

The TESSY gdbserver debugger adaption does not support interactive debugging
during a test run. But it is possible to debug your test object interactively having the
test data built-in which might be useful in case of errors during a test run. So, in order
to debug the test object interactively TESSY provides the Generate Builtin Data
attribute. The attribute is of type Boolean and if set to true TESSY will rebuilt your
target binary during the next test run having the selected test data built-in, i.e. TESSY
will not actually perform the test run but instead create the target binary with test data
built-in to it. To disable this feature, you have to set the attribute to false.

= Properties . [[1] Requirements Coverage e Y = O
General Attributes & | *
Sources
Mame Walue i

Coverage

Attributes Eb GOB Test Run Folder Srun

— ~| Generate Builtin Data true I

Specification i Heap Size 00400

Description [ Library

Comment I___lLinker File

LuID [ 1 55H Pragrarm S(ProgramWed32) OpenSsH\bintssh.exe -
s Stack Size (000018000
| Uze Board Files falze -
L il I

Open the Execute Test dialog and make sure Force Generate Driver is selected.
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[?:' Execute Test ?@

Edit Test Execution Settings
(i) Select test execution actions and choose instrurnentation,

Execution Actions

[CJFarce check interface Force generate driver

[¥] Fun

Execution Options

[¥] Abart on missing stub code [T Retry aborted execution

[] Create news test run [T] Execute test cases separately

Additional Execution Types

[T Run without instrumentation [T Rur with test data pattern
] Run mutation test

Coverage Instrumentation @

[None -

Use preselected coverage

Debugger @

[C] Define breakpoint at test abject | Debug normal execution

‘ Execute I [ Cancel

Now execute the test by pressing the Execute button. TESSY displays the path to
the generated built-in target binary in the Console view.

El Console . [2( Problems| & Variants Notes| (¥ Suspicious Elements | 53 Progress = @i | o v w Y

Messages
*#*%%% Compiling Communication Modules *#*##**
*

*¥*EEE Linking Slave *****
=

* Generated target binary E:/"ProjectS/TESSYJL9/5T4AR.\Vtessy/wDrk/BBBBMBl/99999492!99998464/99999495/tsiisivalueiinirangeid.alfl containing builtin data.
*

Building test driver succeeded.

You can copy the path to the generated target binary from TESSY’s Console view
and use the corresponding GDB client to debug the application. Please, consult the
GNU GDB documentation found on the internet on how to debug the application.
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4 Troubleshooting

4.1 Starting gdbserver is too slow

If it takes more than a few milliseconds to establish the SSH connection, it is
recommended to edit file /etc/ssh/sshd config on your target operating system
and add

UseDNS no

on a single line. You may also start the SSH server with option -u0 which is done in
file /etc/default/ssh or in file /etc/init.d/sshd on most Linux systems.
Both measures prevent the SSH server from resolving the clients host name.
Furthermore, it might help to use OpenSSH to connect to a Linux system.
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