AON,

Using NXP Smart Card Composer oluways G <atstep ohead

Using NXP Smart Card Composer

Abstract

This document describes the usage of the NXP Smart Card Composer as target
system. The minimum tested version of the NXP Smart Card Composer GdbServer is
15.0.7.14899.

Important Note: You need a functional NXP Smart Card Composer project which
can successfully build a target binary and launch a debug session.
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1 Introduction

Basically TESSY generates a library which will be linked to your own NXP Smart
Card Composer project. Therefore no startup code or linker file has to be set within
TESSY. The communication runs via pipes to NXP Smart Card Composer’s
GdbServer. TESSY parses the GdbServer’s output to find the right moment when to
source the monitor commands file and when to startup the simulator automatically.
However, using the NXP Smart Card Composer as TESSY’s target system requires
some pre-adjustments to be performed. You have to

e adjust file appMain. c of your project and add a library.

e set the paths to the NXP installation directory and to your NXP workspace
directory within TEE,

e set the SystemSDK Configuration and the monitor commands file,

e set the target device and the target driver, and

e set the path to the NXP command line simulator.

This application note describes how to find these values and where to set them.

Since the GdbServer allows only one connection at a time, there is no direct
interactive debugging supported for this adaption. However, there is an easy and
comfortable way to debug the generated target binary having your TESSY test data
built-in.

2 TESSY Configuration

Since the NXP built system allows only one built of the same target binary at once,
you have to disable the parallel execution within the TESSY configuration. From
TESSY’s menu select Window->Preferences.

TESSY | Project: QTS NXP Smart Card Composer

File EditI Window IHeIp

Show Conscle |

W TIE- Te Show Problems View S
[2 TestPn Show View...
Filter test Show Perspective...
Reset Workbench |
. 58 0g

) &?g CICI Preferences I

From the Preferences dialog select Test Execution Settings and disable Enable
parallel execution as show below.

Static Analysis /| Update passing directions on medule analysis

I Test Execution SEﬁi”QSI I Enable parallel execution I
Test Interface Settings

| Compare source file checksums before execution

Klick Apply and OK.
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3 TEE Configuration

There are quite some TEE attributes bound to the adaption. The best way to start
with is to set the following TEE attributes in the given order.

e NXP Install Path
e NXP Workspace Path
e NXP SystemSDK Configuration

File Edit Window Help
& [ <>
[ TEE - Environment Editor @ Overview & TIE - Test Interface Editor CTE - Classification Tree Editor < TDE - Test Data Editor & CV - Coverage Viewer g IDA -

B8 All Environments X = O = Attributes

Filter environments Filter attributes

Compiler Target ~ Mame Value

[ NXP Clang L T e Monitor Commands File S(NXP Workspace Path)\SystemnSDK\S (NXP SystemnSD...

P Y Y-
[-W AD CrossCore Embedded St...  CrossCare Embic v [ NXP Binary File S(NXP Workspace Path]\SystemSDK\S (NXP SystemSD...
'.1_8 MNP Install Path S(ProgramFiles)\MXP\Smart_Card_Composer_2.5.0

] Project Environments 4 i =8 |___3 MNXP Plugin DLL S{Compiler Install Path)\bin\LLVMgold.dll

X - 3b| MXP SystemS5DK Configuration 155_P71D502P_UM_RFL

Filter environments [ NP TESSY Library S(TESSY_TESTAREANNTESSYLibrary.a
| [3% NXP Clang NXP Smart Card Composer (Default) | | 3 NXP Workspace Path 5(ProgramFiles)\NXP\SCClworkspace

e Target Simulator
e Target Device
e Target Driver

File Edit Window Help
| <
[ TEE - Environment Editor @) Overview i TIE - Test Interface Editor CTE - Classification Tree Editor <)) TDE - Test Data Editor #3 CV - Coverage Viewer @y IDA - Interface Data Assigner

B8 All Environments X © O 2 Attributes L
Filter environments Filter attributes
Compiler Target e Mame Value
[ NXP Clang NXP Smart Card { 5] Terget Device NT121
B AD CrossCore Embedded St...  CrossCore Embic v b Target Driver NP Semiconductors PT1 T=0, T=1 Driver 0
'[_g Target Install Path S(NXP Workspace Path)\SystemSDK\S{MXP SystemSDK Configuration)\debug_launch
8 Project Environments 4 ¥ =08 ILE, Target Simulator S(ProgramFiles)\NXPY\PCSCVDDVPTTWPT1PCSCCFGCMD.EXE
b| Target Version 15.0.7.14899
Filter environments ] Time Unit cycles
| [3, NXP Clang NXP Smart Card Composer (Default) | 1 Timer Enabled false
Sa -

Furthermore, you may want to check if the attributes NXP Plugin DLL, Target Install
Path, and Compiler Install Path fit. Please, also adjust the path to your NXP
workspace monitor commands file, which is needed by the GdbSserver, within
attribute Monitor Command File.

You should not alter attribute NXP Build Command unless you really know what you
are doing. There is a special build_script.bat file within TESSY’s installation directory
which sets up the correct build command.

TESSY Application Note #075, 14 December 2021 Page 3 of 11

Razorcat Development GmbH - Witzlebenplatz 4 - 14057 Berlin
phone: +49 - 30 - 536 357 - 0 - fax: +49 - 30 - 536 357 — 60 - email: support@razorcat.com



TESSY Application Notes

“RAZON,

always a catstep ahead

4 NXP Smart Card Composer Configuration

This chapter describes how to setup and adjust your NXP Smart Card Composer

project to work with TESSY.

4.1 Create a new configuration

At first create a new configuration within your project so that you may switch between
your own settings and the settings required by TESSY. Select Build Configurations-
>Manage... from the menu to open the Manage Configurations dialog. Select
Create... to create a new configuration based on your original project configuration.

2|5 UserModeAppB New v

GeInto
Open in New Window

B Ccopy
Paste
2 Delete

Source 3

Ctrl+C
Ctrl+V
Delete

Move...

Rename... F2

E

Import...
&y Export.

Build Project
Clean Project

Rebuild Project

& Refresh F5
Close Project
Close Unrelated Projects
I Build Configurations >I Set Active
Make Targets 3 I Manage... I
»
Inde Build Al

4.2 Add TESSY Library

==

Create New Configuration

Mote: The configuration name will be used as a directory name in the file system.,
Please ensure that it is valid for your platform.

Name: TESSY
Description: Razorcat

Copy settings from

155 (Simulator specific variant) v]

OK | [ Cancel ]
UserModeAppB: Manage Cenfigurations liE-J
Configuration Description Status
155 Simulater specific ..
TESSY Razorcat Active
Set active Create... ] [ Delete ]
[ OK l [ Cancel ]

Create a new file within the TESSY test area, which is by default in C: \tessy. If you
have chosen a different path for the TESSY test area, you will have to adjust the path
accordingly. Rename the new empty file to TESSYLibrary.a

P
) » C ter »JOS(C:) » t
QV-I omputer +[05(C) » tessy ]
Organize ~ Include in library = Share with = Burn Mew folder
i MName Date medified Type
master View 3 File folder
. obj Sort by » File folder
. report Group by » File folder
source Refresh File folder
. testarea File folder
Customize this folder... .
- . tmp File folder
87 items ==
Paste shortcut
/ Undo Rename Ctrl+Z
— Git GUI Here
Git Bash Here
%2 Send with Transfer...
Share with 3
| New | Folder
Properties (|| iz
Z| Bitmap image
[E9 Contact
% Rich Text Document
| TextDocument
1, Compressed (zipped) Folder
1  Briefcase
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and add the file to your NXP Smart Card Composer project’'s TESSY configuration as
follows. From UserModeAppB’s context menu select Properties->C/C++ General-
>Paths and Symbols->Libraries. Click Add... and add the path to the file via File
system... Finally, click OK, click Apply, and click OK.

b C/C++ Build
[ Gene]
» Code Analysis
Documentation
File Types
Formatter
Indexer
Language Mappings
Preprocessor Include Pe
Linux Tools Path
MNXP Project Settings
Project References

I

Refactoring History
Run/Debug Settings

@

Properties for UserModeAppB = =
type filter text Paths and Symbols - -
> Resource
Builders

Cenfiguration: ITESSV [ Active ]

vI [Manage Configurations...

@ Includes | # Symbols | =i Libraries |[5 Library Pathsl %} Source Location I B Referen:asl

s 3 Add...
i Add.. =
) Edit...
File:
| Co\tessy\ TESSVLibrary.a | Delete
|| Add to all configurations Export
[] Add to all languages
[l = Is a workspace path Move Up
File system...
Move Down
(1) "Preprocessor Include Paths, Macros etc.” property page may define additional entries
[] Show built-in values
[Restora Defau\ts] I Apply I
I OK I [ Cancel l

4.3 Add TESSY symbol

From UserModeAppB’'s context menu select Properties->C/C++ General->Paths
and Symbols->Symbols->MRK3 Compiler. Click Add... and add TESSY TEST
with value 1 as shown below. Finally, click OK, click Apply, and click OK. Since
Smart Card Composer cannot handle defines by configuration, you will have to select
All configurations.

4| C/C++ General

> Code Analysis
Documentation
File Types
Farmatter
Indexer
Language Mappings
Preprocessor Include Pz
Linux Tools Path
MNXP Project Settings
Project References
Refactoring History
Run/Debug Settings

Properties for UserModeAppB = 2
type filter text Paths and Symbols =R - -
» Resource
Builders
> C/C++ Build Cenfiguration: I[ All configurations ] vI [Manage Configurations...

| @ Inc\udesl # Symbols IE& L\brarlesl (B Library Pathsl [ Source Location I @ References

Languages Symbol Yalue Add...
MRIS Compiler # $(BUILD_CONFIG) 1
. = Edit...
MRI Linker # _MRK3_LONGCALL_
MRK3 Assembler - -Delete
7 Add symbol [ -
Export
Name: | TESSY_TEST |
Value: |1 I [ Variables... ]
[ Add to all configurations
"] Add to all languages
E QK I [ Cancel ]
() The settings are not used by indexer provider s disabled on "Preprocessor Include s’ page).
Show built-in values String List Mode: Conjunction + Medify
[ ¥ Import Settings... ] [ B Export Seftings...
[Restora Defau\ts] I Apply I

| oK

| (

Cancel
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4.4 Adapt appMain.c

From the Smart Card Composer Project Explorer open file appMain.c and insert
the code as shown below and save the file.

CfC++ - UserModelppB/comps/appMain/src/appMain.c - Smart Card Composer - EA\Projects\MXP\SCChworkspace
File Edit Source Refactor MNavigate Search Project Run  Window Help

[ B -K - EE-W- 5, v%ﬁgvag;vovcgvgg--_Elglvév FE =
[ Project Explorer 52 = ¥ =8 [ appMain.c 2
» 5 Patch 87 * none
» = Shared 88 N
» (5 SystemSDK 83 " \pre
s 98 none
4 UerModeAppB 91
> %%, Binaries 92 * \post
> [ Includes 93 \1i this function shall never return
. (= AppConfigurations 94 \1i execution is transferred to app78l16CommunicaticnManager
a5
4 (= comps 96 " \note
> = addonAsymCL a7 none

> = appCemmunicationMgmt

> = appExamples warning
4 = appMain ~ nene
> [ inc : . . o .
4 sic —void appMain() _ attribute_ ((section(".text.main"}))
- {
|l appMain.c o [43F (TESSY TEST == 1)
> = appSDKFramework 5 extern int main(void);|
> = doc 5 main(};
s = IS 7 |#endif
TESSY // call the communication manager teo start the APDU processing loop
= ) appCommunicationManager();
| @ makefile

// should never reach this point
phosSystem_Reset(PHOS_SYSTEM_RESET_MODE_SECURITY);
while (1)

3

5 Switching between Configurations

It is a little bit tricky to switch between the ISS and the TESSY configuration to and
fro. So it is important that you follow this procedure exactly.

5.1 Switch to preferred next configuration

At first set the active configuration to the one you want to turn to. For example let us
switch from ISS to TESSY.

C/C++ - Smart Card Composer - E\Projects\NXP\SCC\workspace
File Edit Source Refactor MNavigate Search Project Run Window Help

- R SR CHAY g [ OB ® S E - - &
[ Project Explorer 37 | 5. Navigator gfE - = o

» (8 Patch

, (= Shared

+ 5 SystemSDK

4 [Z UseodeApps}
n ' New 3
» 4, Binaries
> [kl Includes Evli
> (& AppConfigu Open in New Window
4 [= comps
> [ addonAs [ Copy Ctrl+C
> (= appCom Paste ChrleV
» (= appExa
4 (= appMain ¥ Delete Delete
& inc Source »
4 (= sic Move...
> ld Rename... R
» (= appSDKR
> (= doc g=g Import..
s = 155 & || Export.-
» (= TESSY
& makefile Build Project
Clean Project
Rebuild Project
& Refresh FS
Close Project
Close Unrelated Projects
| Build Configurations > Set Active » 1155 (Simulator specific variant)
Make Targets 3 Manage... v 2 TESSY (Razorcat Development GmbH)
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5.2 Adjust TESSY_TEST and apply Library again

Next open the Properties view of UserModeAppB select Paths and Symbols,
select tab Symbols, select [A11 configurations] as configuration, and alter the
TESSY_TEST define to 1 which means that the TESSY code snippet in appMain.c is
activated. Click Apply but do not click OK. Instead select tab Libraries, select the
TESSY configuration, and click Apply as well.

a|C/C++ General
» Code Analysis
Documentation

Properties for UserModelppB & =
type filter text Paths and Symbols - v
» Resource
Builders
» C/C++ Build Configuration: I[All configurations | 'I [Manage Configurations...

| @ Includesl # Symbols I =4 lerarlesl [ Library Pathsl [ Source Location | @ References

a C/C++ General
» Code Analysis
Documentation
File Types
Formatter
Indexer
Language Mappings
Paths and Symbols
Preprocessor Include P:
Linux Tools Path
MXP Project Settings
Project References
Refactoring History
Run/Debug Settings

4| N r

@

| @ Includesl # Symbolsl i Libraries I P Library Pathsl [} Source Location | 2 References

File Types
Formatter Languages Symbol Value Add...
Indexer
MREK3 Compiler # S(BUILD_CONFIG) 1 -
= Edit...
Language Mappings MRE3 Linker # _MRK3_LONGCALL
Paths and Symbols| MRK3 Assembler - ~ -
# TESSY_TEST o Delete
Preprocessor Include Pe | =
Linux Tools Path i Change symbol &J Export
MXP Project Settings
Project References Mame: TESSY_TEST
Refactoring History =
Run/Debug Settings Value: Il I [ lizjiahiesy ]
R OK Cancel
@ The settings are not used i [ ]
Show built-in values gtrmg Tst Mode: gcn'uncticn + Maodify
& Import Settings... ] G Export Settings...
P —T— v [Restore Default;] I Apply I
® ]
\.
Properties for UserModeAppB l E] |
type filter text Paths and Symbols - v
> Resource
Builders
. C/C++ Build Configuration: ITESSY [ Active ] vI [Manage Configurations...

= C\tessy\TESSYLibrary.a

Add
Edit...

Delete

i

Export

Move Up

Move Down

[C]Bhow built-in values

@ "Preprocessor Include Paths, Macros etc.” property page may define additional entries

[ Restore Defaults ] I Apply

| ok ||

Cancel

]

b

If you need to switch from TESSY to ISS, set TESSY TEST to 0, select Libraries,
and select ISS [Active] as Configuration instead of TESSY [Active].
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5.3 Rebuild UserModeAppB again
Finally rebuild the UserModeAppB project again.

C/C++ - UserModeAppB/comps/appMain/src/fappMain.c - Smart Card Con
File Edit Source Refactor Mavigate Search Project Run  Window

il | B~ &K~ E o~ - W
L Project Explorer 2 | %5, Navigator = =0 ]
(=5 Patch
(= Shared

(=5 SystemSDK

UserModeAppB;
N 2

ew

Go Into
Open in Mew Window

iE Copy Ctrl+C
Paste Ctrl+V

K Delete Delete

Source 3

Move...

Rename... F2

Import...

Export...

Build Project
Clean Project

I Rebuild Project I

6 Interactive Debugging

Interactive debugging using TESSY’s built-in feature is quite simple. Make sure your
Smart Card Composer project is set to the TESSY configuration as described in
chapter 5. Set attribute Generate Builtin Data from within TESSY’s Properties view
to true and click Execute Test from TESSY’s toolbar. Now TESSY will generate a
target library having the test data built-in and will link the library to the NXP target
binary. So, all you have to do within NXP Smart Card Composer is to start the
debugger, wait until the binary is load, and finally press the Present button of the
NXP simulator. It is recommended to activate the Stop on startup at:
appMain toggle button from Smart Card Composer’s Debug Configurations dialog so

that the debugger halts at main ().

Debug - UserModeAppB/comps/appMain/src/appMain.c - Smart Card Composer - E\Projects\MXP\SCChworkspace

File Edit Source Refactor Mavigate Search Project Run  Window Help
[ ERER L R R o ow Qo [T S R 4 v By ¥-0-4Q

45 Debug &3
4 [C] DBG_2020-03-26-150228 _SystemSDK_ISS_P710502P_UM_RFL.chipexe [C/C++ Remote Application]
a4 [} SystemSDK_I55_P71D502P_UM_RFL.chipexe

4 o Thread #1 1 (Runnable) (Suspended : Breakpeint)
appMain() at appMain.c:106 0x3200000200000776
appStartUp_Usr() at appStartup.c:289 0:320000020000076¢
applnit() at appMain.c:79 0,:3200000200000778
applsrCall_0() at appUsrCall.c:93 0x3200000200000212
pl E/Projects/NXP/SCC/workspace/SystemSDK/ISS_P71D502P_UM_RFL/debug_launch/GdbServer.exe 51000 IS5 -r 15200 -d N7121
pol E/NXP/Smart_Card_Composer_2.5.0/.Ilvm/MRK3_LLVM_1.6.3/LLVM_BUILD/install-master/bin/mrk3-gdb.exe (7.10.50.20160106)

[¢] appMain.c &2

98

99 * \warning
none

void appMain() _ attribute_ ((section(".text.main™)))

#if (TESSY TEST == 1)
extern int main{void);
main();
#endif
// call the communication manager to start the APDU processing loop
appCommunicaticnManager();
// should never reach this point

phosSystem_Reset (PHOS_SYSTEM_RESET_MODE_SECURITY);
while (1)
H
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Step into main (), step over until tessy_execute_task (), and step into the latter.

#if !defined TS_OTHER_MAIN
int main(void)

tessy init task();

while (1) {
tstcomm_disable send = 1;
tessy start_task();
tstcomm_disable send = @;
tessy execute_task();

222 tessy_end_task();
223 1

224 return 8;

235 }

226 #endif

Step into TESSY_ TestobjectCall().

169- void tessy_execute_task(void)

if (ts_mode == TS_MODE_TESTSTEP) {
while (TS_REPEAT_COUNT) {
TESSY_TestobjectCall();
TS_REPEAT_COUNT--;

Step into your test object. In this example the function is called array test().

void TESSY_TestobjectCall({void) {
Ts_TESTOBIECT_RETURN = array_test(TESSY_TESTOBIECT PARM @1);

h

It is recommended to set a breakpoint at the very first statement of your test object
within the Disassembly view, so that you may continue to the next test step.

T tssredle 22 T O | 5% Outline 2 Disassembly 53

long b[MAX_ARRAY SIZE]; +  |95320080020000b720: UMB:0x80085Tde 9x88006782  MOV.w @R7+8x8086,#0x0000
long c[MAX_ARRAY SIZE]; 20000820000bTa2: UMB:@x00085Tdl 0x2e806T81 MOV.w [@R7+8x0084,£0x0000
¥ = 206000820000bTa4: UMB:exee005Td2 @xe0aa6T84 MOV.w [@R7+8x800a, #0x0000
= 32e800020000bTa6: UMB:@xe@ee5Td3 exaaeasfs3 MOV.w {@R7+BxBB8S, #8x0000
int array_test(struct my struct s) ,,{5328888828888}31‘38: UMB : @x20005Td4 exeeee6d63 MOV.w @R7,R4
320000020000bTaa: UMB:0xe8005Tds @x88885a01 BRA.r 1 <Bx320000820000bTac>
24 long sum = @, count = @; 320000020000bTac: UMB:0x08005Td6 oxeeeecfel MOV.w R@,@R7+2x2288
5 for (; count < MAX_ARRAY_SIZE; count++) { 320006020006bTae: UMB:8x08005Td7 @x00806T6c  MOV.w R1,@R7+8x800a
sum += s.a[count]; 320000020000bThe: UME:0x08005Td3 @xE6ce200863 MOV.w R2,#8xB863
sum += s.b[count]; 3200000200008bTb4: UMB:0x08005Tda @x8e886c83 MOV.w R3,#Bx0880
sum += s.c[count]; 320000020000bTb6: UMB:0x28005Tdb @xpaaR4442 CMP.w R2,RE
320000020000bThE: UMB:@xe0005Tdc axeeaaecdb 5UBB.w R3,RL
return sum; éBZBBBBBZBBEEhﬂJE: UMB : 8x88885Tdd Baxaaeasfss MOV.w @R7+8x0082,R3
31} 320000020000bTbc: UMB:0x08005Tde @xeepe5434 BL.r 52 <@x320000020000c024>
32 320000020000bThe: UMB:0x08005Tdf @x88885a01 BRA.r 1 <Bx320000820000bTc0>

The test object contains two global variables which hold the current test case and the
current test step which you may find helpful to be added to the Expressions view.

(%)= Variables ®g Breakpoints €9 Expressions 52  1ilf Registers &=, Modules

Expression Type Value
()= T5_CURRENT_TESTCASE TESSY_uint32 01
()= TS_CURRENT_TESTSTEP TESSY_uint32 0l

or Add new expression

Please note: At the end of debugging do not forget to reset the Generate Builtin
Data attribute of the current test object to false to enable normal test execution

without debugging again.
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7 Troubleshooting

7.1 Function ,tslows_sync* not defined

&l Console 2 Problems | § Variants Notes| (" Suspicious Elements
< B

Messages

Building test driver succeeded.

Device N7121

GdbServer (v.15.8.7.14899)

Listening for RSP on port 51@ee

Remote debugging from host

[tslow:setBreakpeints] Failed to set synchronization breakpoint - Function "tslows_sync” not defined.

Make breakpoint pending on future shared library lead? (y or [n]) [answered N; input not from terminal]

-

Target Communication: Master signaled error @xla: Could not connect to the slave
[tslow_error_abort] '26°

driver32: Errer during test execution.

Error executing Master.

The specified disk or diskette cannot be accessed.

exp32.exe: Failed te execute 'driver32.exe "C:\tessy\tmp\tbs\396@.tbs"'
Failed to execute Test Object 'array_test’. Process with pid 396@ terminated with exit code 1.
Test execution finished with errors.

Execution job finished after 771@ milliseconds

Please, switch to the TESSY configuration for your Smart Card Composer project by

following the procedure from chapter 5. Than start TESSY’s Execute Test dialog,
enable Force Generate Driver, and click Execute again.

[b Execute Test =] @

Edlit Test Execution Settings
(D) Select test execution actions and choose instrurnentation,

Execution Actions

[T Force check interface Force generate driver

[¥] Run

Execution Options

[¥] &bort on rissing stub code [] Retry aborted execution

[] Create new test run [] Execute test cases separately

Additional Execution Types

[T Run without instrumentation [ Run with test data pattern
[] Run mutation test

Coverage Instrumentation =]

INone -

Use preselected coverage

Debugger =]

[T] Define breakpoint at test object Debug normal execution

I Execute I I Cancel
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7.2 Execution gets stuck

Make sure that TEE attribute NXP TESSY Library path matches the library path
within NXP Smart Card Composer (see 4.2).

7.3 (ERROR) [main] Invalid segment descriptor for execute

Verify TEE attribute Monitor Commands File. The monitor commands file give in
your Smart Card Composer’s project is required to setup the GdbServer correctly.
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